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Co je to SOC? A hlavné co neni SOC!

Security Operation Center

Bezpecnostni Provozni Centrum

SOC vs Managed Security Services

Externi a Interni penetradni testy, red teaming

FW konfigurace
WAF, NAC, DLP...

SOC -> Incident Response (CSIRT)
Re3eni incidentd
CSIRT tym

SOC & Kyberneticky zakon

+ /- 85 pozadavky, vice nez polovina pozadavkd mimo rdmec SOC




SOC # Incident Response

Log Management + SIEM —~ 4

Auditni stopa, detekce, reporting, dashboardy

Tickety

Service Desk / Help Desk

Start Incident Response

Procesy a Lidé
Interni predpisy a postupy
Provoz 24/7

Assety

IP pldny, CMDB, vulnerability management




Central Console | Dashboards | Reports | Incident Response | Orchestration IDENTITY

MONITORING
Profiling ;
Operations
Use Data Monitoring
Cases VIIEDS Analytics |
UBA

UBA + NBA - Log Management

Investigate
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Additional Components

Advanced Collector

Smart Connectors Context Information

CUSTOMER

T oT loT Physical

Software

Event Management, SIEM, UBA, NBA
Provozni monitoring, Ticketing, Dashboardy

Analytika

Threat Hunting
Reporting /KPI
Threat Intelligence

Lidé
Treren
Procesy

Incident Response, konzultdcie, tvorba
obsahu, vzdeldvanie




Analytika
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Trendy v 2019

loT, kriticka infrastruktora a SCADA — LockerGoga ransomware
Bezpecnost cloudovych sluzieb
Hrozby novej generacie

Statom podporované Gtoky

R aem



Trendy v 2019

Software supply chain O0toky — ASUS ShadowHammer
Mobilné hrozby — Chamois botnet

GDPR a legislativa — 230 000 € PL, 50 mil. € FR
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Co mame (pomerne) nové?

e Early warning system

Threat Intelligence

6000+ organizations Multi-honeypot platform
Europe, US Docker based
|OT, ICT, SCADA 20+ honeypots

Human Integration and Correlation ICS/SCADA support

WW.axenta.cz AXENTA



CSIRT
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11/2018 — Listed

02/2019 — Accredited



CyberSOC R&D

* deep endpoint visibility
* automation (operations & IR support)

* advanced threat analytics
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