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SITUACE V OBLASTI ICS/SCADA PROSTREDI

TYPICKA ARCHITEKTURA SCADA SYSTEMU
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SITUACE V OBLASTI ICS/SCADA PROSTREDI

IT - INFORMACNI TECHNOLOGIE VS. OT-PROVOZNI TECHNOLOGIE

» CI|A-duvéernost, integrita, dostupnost A | C - dostupnost, integrita, duvérnost

— INTERNE Te
» Data Loss - Ztrata dat ‘ e - Flrewall o Fyzickeé ztraty / skody

i Infrastrt 1;-
» Moderni bezpecnostni technologie T Zakladni bezpecnostni fechnologie
» Zivotni cyklus: 5 let , | ‘ P> Zivotni cyklus : desitky let

& Q ; 4 |
» Vysoka segmentace site, sprava aktiv . ‘“";\""" Slaba segmentace sité a minimalni sprava aktiv
OT Infrastruktura_

» Kryptovana komunikace I ob Nezabezpecene komunikacni protokoly
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SITUACE V OBLASTI ICS/SCADA PROSTREDI

TRENDY V OT
P - e
- (B0 o
» Industry 4. o 3 SRR @@ t
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. INDUSTRIAL INTERNET OF THINGS

» 10T - Industrial Internet of Things
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» PC based control IPC -> Server based control




RADAR ICS - PRUMYSLOVE SYSTEMY S PRiISTUPEM DO INTERNETU
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USKALI A VYZVY ICS

PROBLEMY TRADICNICH ICS PROTOKOLU
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» Bezi na vyslouzilych technologiich

Sensors Manual Inputs

» Mnoho protokolu jsou derivatem pfedchozich sériovych siti RS-485 pit

PLCs or RTUc

Feeds data te
SCADA system

» Navrh zameren na Sp0|eh|iVOS'|' 3 dOSTUanST rizeni nikoliv na ..............................

Network -
Connec ts SCADA

bezpecnost komunikace

» Zadna autentizace, zadna datova integrita

» Nezohlednuji uskali propojitelnosti s internetem

HMI / SCADA Computer HMI / SCADA Panel View
Supervisa and control Supervise and control from
from a CPU an aperator terminal




USKALI A VYZVY ICS

P

PROC ICS NEZOHLEDNUIJI USKAL| PROPOJITELNOSTI S
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(9) INDUSTRY 4.0

MYTICKA VZDUCHOVA MEZERA
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ICS / SCADA

al=lall

pripojeno

do internetu
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zdroj : CyberX 2019 GLOBAL ICS & lloT RISK REPORT

Reporting



OT - UVOD ZAKLADNI POJMY

KLASIFIKACE INCIDENTU

» Provozni - naruseni integrity systému » Bezpecnostni - kyberneticka hrozba
» Systemova porucha na zarizeni » Mapovani site, DoS
» Hardwarova konfigurace » Unik / zneuziti citlivych dat z provozu - Receptury, zranitelnosti
» Konflikt na siti » Kompromitovani dat, komunikacnich protokolu

» Uprava Softwaru, nova verze Firmwaru » Malware, kompromitovaneé rizeni



OT SITE A KYBER BEZPECNOST

KLICOVE MOTIVATORY KE ZMENE PRISTUPU

» Legislativa - Vyhlaska / Zakon o kybernetické bezpecnostl, IEC 62443

LV A 4

» Zabezpecene technologie = Spolehlivejsi technologie = Vyssi konkurenceschopnost

» Lidské zdroje a procesy

Bezpecnost = Technologie x Lidsky faktor x Procesy



KYBERNETICKA BEZPECNOST, PROC SE NI ZABYVAT ???

NEBEZPECIi ICS UTOKU SE MENI A VYVili

Planovana operace na

zpomaleni iranského Jiz se to deje : verejné zname
Jjaderného programu kybernetické utoky
10101 1017 B
@ TRITON((R =3
2010 2013 2015 2016 2017 |
STUXNET Prvni verejné znamée Utok na Ukr. Utok na Ukr.
“ aktivity OT pruzkumu elektrickou sit elektrickou sif
(HAVEX) (Black Energuy) (Industroyer)

Bod zvratu a
spoustéc ICS utoku

PROC ANOMALY DETECTION ?

Celit kybernetickgm Utokdm po roce 2015 bez detekénich nastroju
je velmi obtizné. V pokrocilych fazich prakticky nemozne.



ADVANCED DETECTION SYSTEMS - AD

VIZIBILITA PROVOZU

» ANALYTICKE NASTROJE A PROCESY (WireShark, Nmap, Komunikaéni GW,
Diagnosticky SW vyrobce, Profinet, Ethernet/IP Analyzer ...)

» PROVOZ POD DOHLEDEM UMELE INTELIGENCE
(Machine Learning, Neuronove site, Deep Packet Inspection)

10101 1010%
10101 1010



ADVANCED DETECTION SYSTEMS - AD

MODERNI METODY DETEKCE PROVOZNICH / BEZPECNOSTNICH INCIDENTU

» MACHINE LEARNING :

10101 10101 10701 &

» OT site periodicky provoz

» Znalostni baze pravidel, vzoru

» Mod uceni - Odposlech komunikace, interakci, vytvareni pravidel
» Mod provozni - Aplikovani naucene baze dat

» Detekce anomalii, reakce uzivatelu, uceni v provozu



ANOMALY DETECTION SYSTEM

ADVANCED DETECTION SYSTEMS - AD

O protocots ™ protocots ® 61850 - GOOSE
* Modbus modicon: IEC104 « CDP * SNMP
- Modsoft/Execload . -
60870-5-101
* Siemens S7/S7-Plus Profinet-DCP " DCE/RPC * HTTP/HTTPS @ - -
» Siemens P2 Bacnet « DHCP V4/V6 « Telnet 10101 101(%
« EtherNet/IP + CIP (including Emerson ROC " ARP - FIP 101011010
Rockwell extension) OMRON Fins = VNC = SMB/CIFS @ 6 D 8 7 D - 5 _'I D 4
= PCCC/CPSv4 ABB TotalFlow » TFTP * DNS
" GESRTP Triconex (TSAA, * NIF " ICMP
» Yokogawa VNet/IP Tristation) = RDP = |GMP
* Emerson Ovation DCS Honeywell FTE = SSL * Browser
protocols CCC (Proconos) - NTLMSSP - FTP
* Emerson DeltaV DCS . .
orotocols EGQ ATSVC SMB
= Melsec/Melsoft Profibus " SMB-PIPE
* ABB 800xA DCS protocols Modbus. RTU " TCP/IP
- MMS (including ABB LA
extension) CTI
» Sattbus Bently Nevada
= OPC DA/AE/UA
Vendors
Ah RR ER Honeywell ,“ OMRON EMERSON
FAIDED . MITSUBISHI
Auﬁ)‘::lz:‘tnilg:: Sc %npe'd[?r YOKOGAWA 4 SIEMENS




ANOMALY DETECTION SYSTEM

SYSTEMOVA ARCHITEKTURA A INTEGRACE

- Corporate
O - a Firewall
Level 4 . Vi)V % ................ ‘ www
IT Network ’ 6 —
: [ : Remote
- : tectestsscatsrecsseataroaitan - E......................................: Access
Level 3 ; Ty ' DNS
Operations —

(ICT/DMZ)

Local SCADA

- m— & HMI -
T S j‘j

.......

AD

Level 1 : s . il
Control Network - : H RTUs PLCs m I-' §|| RTUs

FieIdNLeet\\,Necl)r?( g % OO '6> % O -g [% GO

Site #1 Site #2 Site #N

Level 2
Process Network




KYBERNETICKA BEZPECNOST, PROC SE NI ZABYVAT ???

\'4

PREDSTAVENI SPOLECNOSTI - NAS PRISTUP

Security workshop . Security audit
Hands-on training . Security strategy

Attack simulations . Architecture review

Security monitoring

Hybrid SOC
integration

Security incident

LAB environment . PoC & Implementation
« Specific « Artificial
vulnerabilities intelligence

Attack Machine
scenarios learning

handling

Attack vector
simulations

Readiness training

Detection use- Anomaly
detection

EFFECTIVENES




OT SITE A KYBER BEZPECNOST

DEMONSTRACE UTOKU NA SCADA SOUSTAVU
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OT SITE A KYBER BEZPECNOST

DEKUJI ZA POZORNOST

?2?? OTAZKY 2?7



