CYBERSECURITY
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KYBERNETICKE
UTOKY V CESKU

Evoluce ransomwaru




SOFISTIKOVANE CILENE UTOKY

(1) Hackovani, manudlni operace
(2) Vice typ( $kodlivého kédu
@ Vyrazeni AV z provozu

@ Ransomware jako posledni stage
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Zranitelnost

7%

E-mail

12%

VEKTORY
UTOKU

RANSOMWARE

Remote Desktop
Protokol otevreny do
internetu se stal
dominantni branou pfri

nakazach sifrovacim Brute-force RDP /
kodem.




VEKTORY
UTOKU

Remote Desktop
Protokol otevreny do
internetu se stal
dominantni branou pfi
nakazach Sifrovacim
kodem.




CELKOVE
DETEKCE

Veskeré detekce
versus soucet tri
nejvyznamneéjsich
generickych detekci
brute-force utokud od
zacatku roku 2020.

Malware & PUA /

Brute-
force

17%



Try out the new beta website! Help Center

Czechia Explore Downloads Reports Pricing Enterprise Access & My Account

TOP CITIES Ll Create Report

of what you have connected to the Internet. Check out Shodan Monitor

Prague 1,855
Brno 1,455
Ktis 631
Ceske Budejovice 237
Ostrava 146

TOP ORGANIZATIONS

SuperNetwork s.r.o. 1,656
02 Czech Republic 1,067
Brno University of Technology 746
T-Mobile Czech Republic 658
UPC Ceska Republica 331

TOP OPERATING SYSTEMS

Windows 10 or Server 12 29
Windows 10 22
Windows Server 2008 18

Windows Server 2003 4
Windows XP [E

Administrator
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VZDALENY
PRISTUP

Skoro 75 % vsSech
pristupl pres RDP
prodavanych na
darknetu miri do Skol.

Skoly




@ Home [P paypal @& Banks g& shopps @ cc & services 0 @ @ ® ® ® 6

# Home / Dedicate (10815)

Q Search
oS / Lang Ram CPU | core | Bits AV Browse Not Used up/oL Root NAT Location Checked Port Seller
N/A N/A N/A N/A e UP: N/A no no  Country: United States 11-05- 3389 Fantasy
IN/AL CPU Core: N/A DL: N/A State: California 2018 +m  $45
Bits OS: N/A City: Los Angeles
Zip: 75007
N/A N/A N/A N/A g UP: NJA no no Country: Singapore 11-05- 3389 iDed
IN/A) CPU Core: N/A DL: N/A State: Central Singapore 2018 += $4.5
Bits OS: N/A Community Development
Council
City: Singapore
Zip: 22042
N/A N/A N/A N/A ;g UP: N/A no no Country: United States 11-05- 3389 Fantasy
IN/A] CPU Core: N/A DL: N/A State: Florida 2018 +® 545
Bits OS: N/A City: Boca Raton
Zip: NJA
Windows Server 2012 4.00 G Intel(R) Xeon(R) CPUES... N/A #Z 9 ® paypal.com UP: 9.84 yes no Country: United States 11-05- 3389 iDed
[English] CPU Core: 2 amazon.com Mbit/s State: Arizona 2018 +m $6.58
Bits OS: 64 wellsfargo.com DL: 14.05 City: Scottsdale
ebay.com Mbit/s Zip: 85260
suntrust.com
Windows 7 2.00 GB Virtual CPU a7769a638... N/A 5 O paypal.com UP: 74.32 no no Country: Hong Kong 11-05- 3389 iDed =
[English] CPU Core: 1 amazon.com Mbit/s State: N/A 2018 +m $45 |1__“
Bits OS: 32 wellsfargo.com DL: 12.65 City: N/A
ebay.com Mbit/s Zip: N/A
suntrust.com
Windows Server 2012 1.75GB AMD Opteron(tm) Proce... N/A E Q paypal.com UP: 10.86 no yes Country: United States 11-05- 3389 iDed
[English] CPU Core: 1 amazon.com Mbit/s State: Texas 2018 += $4.5
Bits OS: 64 wellsfargo.com DL: 13.29 City: San Antonio
ebay.com Mbit/s Zip: 94948

suntrust.com



Skenovani
internetu

Nalezeni
zranitelného
zarizeni (RDP)

SCHEMA UTOKU

Prodej pristupu
na darknetu

Pranik do
vnitrni sité

Zadost o platbu
darknetu za desifrovani

el e Exfiltrace dat

Vydirani zverejnénim & zadost o platbu
za desifrovani



Ooops, your files have been e

What Happened to My Computer?
[Your important files are encrypted.

[Many of your documents, photos. videos. databases and other files
accessibie because they have been encrypted. Maybe you are busy ko
recover your files, but do not waste your time. Nobody can recover y.
lour decryption service

Can I Recover My Files?

[Sure. We guarantee that you can recover all your files safely and easily. But
oot s0 enough time.

[You can decrypt some of your files for free. Try now by clicking <Decrypt>
But if you want to decrypt all your files, you need to pay.

[You only have 3 days to submit the payment. After that the price will be doul
Also, if you doa't pay in 7 days, you won't be able to recover your files forev
[We will have free events for users who are 5o poor that they couldn't pay in

How Do I Pay?
[Payment is accepted in Bitcoin only. For more information, click <About b/
Please check the current price of Bitcoin and buy some bitcoins. For more
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9007

Prodej na
cerném trhu

Vydirani
zverejnénim

(es[)

PERTS ON YOI
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MAZE Main Archive  Tor Mirror

Represented here companies do not wish to cooperate with us, Full dump
and trying to hide our successful attack on their resources. Wait Cutrale (oranges)
for their databases and private papers here. Follow the news! P.S. Busch's Inc.

New Clients

United Decorating
Nielsen Bainbridge

Group LLC
Headquarters
Atlas Machinery
CU Collections
Academy Mortage
Corp.
TechnoOrbits
Talon Logistics
Johnson Air Products
Affordacare Urgent
Care Clinic

Woods And Woods

We have the second domain: newsmaze.top.

United Decorating IR
http://uniteddecorating.com/Danijel

Article about United Decorating have been locked

& admin, @ 82 Read More >

Nielsen Bainbridge Group LLC Headquarters [N
www.nielsenbainbridgegroup.com
Article about Nielsen Bainbridge Group LLC Headquarters have been locked

& admin, @ 67 Read More >

Atlas Machinery -
https://www.atlas-machinery.com/

Article about Atlas Machinery have been locked

& admin, @ 122 Read More >

CU Collections [Edded

http://www.cucollections.com/

Article about CU Collections have been locked

L&F DISTRIBUTORS
(LNF)

City Of Pensacola
Groupe Igrec, igrec.fr
Baker Wotring LLP
Saxbst & Bstco ( all
passwords )
SALUMIFICIO FRATELLI
BERETTAS.P.A. O
Southwire (US, GA)
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UEFI Scanner Exploit

.
D -
@

Blocker
Cloud
_ Sandboxing

Network Attack ' @
Protection Ransomware
Shield

Botnet
Protection

Advanced
Memory
Scanner

Reputation & Cache

® PRED SPUSTENIM o

PRI SPUngVEN," In-product Script Scanner
® PO SPUSTENI Sandbox (AMSI)

= Sy
i




NETWORK ATTACK
PROTECTION

NETWORK
COMMUNICATION
ANALYZED




51672017 00:47:55

Time Left

Your files will be lost on

5/20/2017 00:47:55

Time Left

Contact Us

Qoops, your files have been encrypted! (Engish v

‘What Happened to My Computer?

Your important files are encrypted.

(Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

[Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

'You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?
[Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.

ent, click <Check Payment>. Best time to check: 9:00am - 11:00am

.
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ADVANCED
MEMORY SCANNER




RANSOMWARE
SHIELD
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DNA Signhature

Douwnlecad from URL

Create EXE file

Add to autostart

Keyboard reading

Winsock send

DNA DETECTIONS




100%

7,7 milionu detekci malwaru Emotet
80%

3 miliony pokryté jednou DNA detekci
(25 000 unikatnich soubor)

60%

40%

20%

0%
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Machine Learning Engine

ET Augur




RANSOMWARE VS. ESET AUGUR (bezen 2017)

Malware Pocet vzorkG  Augurem detekovdno Pomeér detekce
(kvéten 2017 - Eerven 2018)

NotPetya 86 85 98,8 %
BadRabbit 20 20 100 %
Crysis 30 30 100 %
WannaCryptor 67 67 100 %
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UCINNA
OCHRANA

Obcas se o nas tvurci
malwaru z frustrace
zmini i ve svém kodu.
Jako zde v pripadé
trojanu Emotet ©




SECURITY MANAGEMENT CENTER

Nova politika
tiky > Nova politika

ESET Endpoint for Windows A Q, Co cheete hledat...
DETEKENT JADRO REZIDENTNI OCHRANA S VYUZITIM STROJOVEHO UCENT oe 4
SKODLIVY KOD Agresivné Vyvizené Mirné Vypnuto
Souhmn
Hiageni O ® ~
Ochrana ®
e POTENCIALNE NECHTENE APLIKACE Agresivné VyvaZené Mirng Vypnuto
AKTUALIZACE Hiageni e} 0 ®
. . Ochrana [C]
SITOVA OCHRANA
WEB A MAIL PODEZRELE APLIKACE Agresivné  Vyvazens Mirng Vypnuto
SPRAVA ZARIZENT Hisseni o] ® .
i Ochrana a
NASTROJE ® - -
UZIVA CE ZHRA . = 5 -
UZIVATELSKE ROZHRAN POTENCIALNE ZNEUZITELNE APLIKACE Agresivné Vyvazend Mirné Vypnute
DOCASNA ZMENA NASTAVENI Hiageni @] @] @
Ochrana (O]
VYJIMKY oe
DALSI MOZNOSTI oe 4

SDILENA LOKALNI CACHE oe+



e

JAK VYZRAT NAD
UTOCNIKY

Y




NADSTAVBOVE PRODUKTY

DYNAMIC
THREAT DEFENSE

ENTERPRISE

INSPECTOR

Cloudovy sandbox Endpoint Detection
and Response

SECURE
AUTHENTICATION

Dvoufaktorové ovérovani



JAK VYZRAT NAD HACKERY

* Omezit sluzby vystavené do internetu (\VPN)
* Pravidelne patchovat celou infrastrukturu

* Segmentovat sit, pouzivat servisni ucty

» Zavest 2FA, sledovat perimetr sité

* Provadet bezpecnostni monitoring

» Zalohovat, skolit zameéstnance



Server Manager * Local Server

Server Manager

ﬂ
IS

5

| Computer Mame I Hardware | Advanced | Remote |

BN ponpepT
System Properties -

K Last installed updates

Remote Assistance

s

Remote Desktop
Choase an option, and then specify who can connect.

() Don't allow remote connections to this computer

Allow Remote Assistance connections to this computer

Advanced. ..

Windows Update
Last checked for updates

Windows Error Reporting
Customer Experience Improvem:

IE Enhanced Secunty Configurat

RDP

Ransomware Deployment Protocol

(®) Allow remote connections to this computer

o, Virtual server

Time zone
ed by DHCP, IPv6 enabled Product ID
Server 2012 R2 Datacenter  Processors

Installed memory (RAM)

[ Allow connections anty fram computers runining Remate
Desktop with Metwork Level Authentication [recommended)

Total disk space

Whitelistace konkrétnich IP

Restrikce na uzivatelské ucty

Help me choose

Select Users...

ok || Camcel |[ Appy |
Filter P ) i )~
Server Name I Severity Source Log Date ar
WIN-BA4HVEB4HBGK 8198  Error Microsoft-Windows-Security-SPP Application 22.3, 21
WIN-BALHVE4AHBGK 10749 Warning Microsoft-Windows-Windows Remote Management System 22.3.2
WIN-8A4HVE4HBGK T023  Error Microsoft-Windows-Service Control Manager System 22.3.21

e |

- P

Nastaveni komplexnich hesel
Nastaveni zamykani uct
Zakazani nebo prejmenovani

uctu Administrator
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welivesecurity -~ cm

Two US cities opt to Hospitals in US

pay $Im to Australia hobbled by
ransomware ransomware
operators

The incidents send medical staff

A few days apart, two cities in back to the days of pen and pape

Florida cave in to extortionists’
demands in hopes of restoring
access to municipal computer
systems

welivesecurity - @

e Buhtrap backdoor
attacker

peses and Buran

L ransomware

distributed via major
advertising platform

welivesecurity ~&m =

welivesecurity ~ &m . T
welivesecurity ~cEm =

South African power
company battles
ransomware attack

Ransomware wave
hits 23 towns in
Texas

The power utility appears to be
well on track to a swift recovery
following an attack that ultimate
left some people without
electaial

The attack, which has victimized

mostly smaller local governments,
is thought to have been unleashed
by a single threat actor

welivesecurity - cm

City
W Cybersecurity Trends
g% 2020: Technologyis |

DIR)

getting smarter - are
we?



CYBERSECURITY
EXPERTS ON YOUR SIDE




