.Zdravy uréité nejste, protoze
dnes uz je medicina tak pokrocilg,
Ze zdravy Clovék neexistuje.”

kreslenyvtip.cz
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Maximalizujte ochranu svych
dat a vzivatelsky
komfort.

Petr Kunstat
Cloud Protection & Licensing
CEE Consultant
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fransportation Massive

Transformation
Cloud Computing

over 80,000 Tone & 68 Salesin 2018 @

employees ii'ii Self-funded R&D* Countries 1 9 bn €
' * Doesnot include externally financed R&D GIObaI presence
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Trends and real cases from
the field

Why do we need a Modern Security solution
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I The main causes of cyber threats

Main cause of attacks Main cause of damages
IDENTITY THEFT UNENCRYPTED DATA
699

of breach
Incidents
came from .
identity theft Sl

of breaches involved
unencrypted data

J
s THALES




I Mistakes in a security design

| Avast | Benesov hospital

Zatim neznamym a podle vSeho velmi zkuSenym hackerdm se podafilo
napadnout internf sit antivirové spoleénosti Avast Zaatky pokusi o Utok se
expertim Avastu podafilo zp&tné vystopovat az do 14. kvétna tohoto roku. Utok
samotny vsak byl odhalen az 23. zarfi.

Hacker zneuZili pfistupova prava jednoho
ze zaméstnancl. Jejich zamérem
pravdépodobné bylo infikovat malwarem
(Skodlivym softwarem) populami utilitku

Hackerdm se podaiilo prolomit dokonce hesla IT
administratord, spravet pocitacové sité. Prvni odhady skod
hovori o provozni ztrdt& nemocnice za prosinec ve vysi 40
milion¥ korun.

ilustraéni snimek | foto: @k3r3n3, Jan Kuznik, Technet.cz

CCleaner, kterou Avast od roku 2017 . . ) % T . )
Provoz benesovské nemocnice zcela narusil poéitatovy virus, ktery v noci
vlastni. a qv napadl nemocniéni poéitadovy systém. Nelze spustit Zadny pFistroj véetné

qst pocitatové sité. Nemocnice musi rusit i planované operace. Lékafi odbavuji
pacienty postaru, jako ,pfed pfichodem poéitadu’.

L]
Avast has become the victim of a cyberespionage campaign that saw I T - M o b I I e

hackers gain deep access to its network. But the Czech company, which

has more than 400 million customers for its various antivirus and

Over 1.5 million customer records at T-Mobile
Czech Republic were stolen by one of its employees,
according to local media. TMCZ 2016

¢ THALES

cybersecurity products, claims the damage is limited
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I Move security beyond the perimeter to defend what's really under attack

ENCRYPT SENSITIVE DATA . Manage key lifecycle

» Store keys securely
* Manage cryptographic resources

S —————

motion
» Secure data across cloud, virtual,
and on-premises environments

[]
1
1
1
» Secure data at rest and datain :
1
1
! CONTROL ACCESS
* Manage and ensure appropriate
access to resources across enterprise
environments
* Provide strong multi-factor
authentication fo corporate resources

N ——— -

—_—————

_————-

le_ THALES



I Move security beyond the perimeter to defend what's really under attack

OWN & SECURE ENCRYPTION KEY Si!
ENCRYPT SENSITIVE DATA . Manage key lifecycle
» Store keys securely

* Manage cryptographic resources

N ———

motion
» Secure data across cloud, virtual,

1
1 1
1 1
1 1
1 . 1
1+ Secure data at rest and data in 1
1 1
1 1
1 1
1 N .
| and on-premises environments )

[1HIT

)
iﬁ

b THALES
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Secure access to your
sensitive data & IT resources
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I Safenet Trusted Access = MFA + Smart SSO + Access Management

MFA

Something you have... Something you know... ~ Something you are.

THALES



SafeNet Trusted Access

Login request from
Acme Access Portal

1] Office 365 Google 'amazon & box
G Suite 0 wop o GoTolfeetrg Austin, TX, United States
) IDENTIFY
“zendesk 3% slack servicenow $Dropbox  “bamboork “b@{m Validate Deny
et Hardware Pattern-
- ¥ o Qo user’s identity b d
,ESA Confluance @ Sharefile EVERNOTE Mool HECHT ase
‘;g:nne:unns D:;,Aitg |© 5> zscaler S PulseSecure é
Drupal

SONICWALL SAP Concur C palom__m_, splunk:enterprise @Drkplace e

o faxehook CYBERARK'

GlobalProtect

Q

3 2 S >
N o
APPLY ASSESS
Apply -aa Q. Assess which
appropriate access policy '
access controls, should be applied = =

with smart single
sign on

SafeNet Trusted Access allows organizations to manage access to cloud applications by validating identities,
~ determining levels of trust and applying appropriate access controls each time the user accesses a cloud
_ service.

2 THALES

SafeNet Trusted Access




Demo Windows Desktop

srAr RN

RecycleBin GoogleDrive HWinfo _PROCESS
EXPLORER

e &
Acrobat Microsoft  Measurem...
Reader DC Teams

- L

Garmin  IrfanView 64 Measurem.. Recorder
Express  Thumbnails

9

Google IfanView64  amcap

Chrome

GUI

)

Install log ~ WhatsApp

PKixt

Microskop ~ ACFrOgC...

fotky

MobaXterm  SafeNet
IDPi..

Notepad++

VLCmedia  Postman  OBS Studio
player

Amp.drive.. Qlianslate

. a 1519
Type here to search (o) | ® ENG ) 05200




SafeNet Trusted Access

Universal authentication methods

@ 0 00 09O

Password Kerberos OTP Push Hardware 3" Party
eMalil Pattern-
based

0 Google

Passwordless Biometric Authenticator

Iﬁ

Utilize the MFA
schemes already
deployed

Extend PKI
authentication to the
cloud

Offer the appropriate
level of assurance

Offer convenience with

Passwordless
authentication

THALES



I Pattern-based Authentication : When you forget your mobile at home

3fofof7]e] HEEEE 3 fofls|7][e
7|2[0fs]2 | [ (s |2
‘ User is presented with grid e User selects their PIP e User enters their PIP, producing an
OTP

felalelomm | | | |
Yoo EEEEE
BEHEOOE  EEEEE | os
olslol |2l | [ofv]
HEEDE EEEEE

° In the next logon, the same PIP will produce a new OTP

s THALES




Demo 0345

X New Tab

cno e

@ 55 ouook [ Gemako [ Whatisthe Encypt. Lt Bakalsi-mezidiol. (@ Famiies [ wiety @ ilinks @ AccessManager [ Training material [ [T Security Arcsight [l IT Security Forty [ Pages- HPRCinstru.. P Pivotal [l HE

* @ incognito 3

HP Service Manager » | I Other bookmarks

You've gone incognito

Now you can browse privately, and other people who use this device won't see your activity.
However, downloads and bookmarks will be saved. Learn more

Chrome woni't save the following information:  Your activity might still be vi

- Your browsing history - Websites you visit

- Cookies and site data + Your employer or school

- Information entered in forms - Your internet service provider

- 754
S e o reare
Type here to ENG 12 052020 E1

THALES




How to integrate your IT applications with

] SAML 2.0/0IDC st

1

| Agents - Logon, ADFS, AD
| Radius 3
| REST/SOAP API for administration

4
5
6
7
8

S |71, 1174 o M —

Lo BNOTN - @ N

o = ©

Securily Suite

STA

Request target resource

(Discover the 1dP)
R e e L

Redirect to SSO Service

User Agent I ‘ Identity Provider I
T T

Request SSO Service

R L B

(Identify the user)

Respond with XHTML form

Request Assertion Consumer Service

Redirect to target resource

Request target resource

Respond with resource

’ YBERARK
f - ¢ Cyberfirk e} AT LIS P 0100 | s h‘i’l

%.ruu-g Adrthentication SCFRVICE

THALES
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Flexible & Powerful Policy Engine/i
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Manage risk through scenario-based policies

Policy Scope Default Requirements

o= Users ©

Googl
Qofierss @Y ©00gle IT Admins

Wzendesk  geslack  servicenow
. Standard Users

! .
IEA c.,n?:{’m @ Sharefile

A C-Suite
Y. ORACLE ig
IBISmaxiCloud WEBLOGIC

5 attempt occurs, then access is

All Users @ Any of these User Groups:

&hticating using the factors

(| Password ©

Once per session

[ Applications L

@ Every access attempt

Target Apps Users/Groups

+| Token Based Authentication (OTP) o

Once per session
@ Every access attempt

- M Dashboard ©

SafeNet Trusted Access -

Access Attempts: History

Define Policies

» Scenario-driven

* Compliance-focused

* Based on context & risk
+ Set Auth rules by policy

300am

Monitor Risk

THALES




Passwordless Authentication

Strong authentication without the need to remember a password

Combination of Push OTP with PIN (Windows Hello / Biometric on iOS or Android)

Login request from

me aC
AR EE o ook ok e
Acme Access Portal s
| vadmep 1IN Yadeep | 0NN AZ &)
& eia
Austin, TX, United States

N
® = e — —r
= @ Acme o | Acme Access Portal ® @8-
e ’ coar N e —
J— « g8 [ R [0 [l [ o
gemalto
STA Policy is configured for OTP only, without password; Biometric PIN serves as 2nd factor
|20
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Windows Integrated Authentication

| SafeNet Trusted Access can use Windows login to the enterprise
> As an authentication factor in the SSO session

| Enhances convenience:

» No need to authenticate again after logging in with your Windows domain password

A N
© Kerberos (Domain Password Passthrough) When an access attempt occurs, then access is

® Granted

Step 1: Active Directory Setup Denied

Step 2: STA Setup

After authenticating using the factors
Keytab File

Upload tha keytab Fle generated within Active Diractary in Slep 1. + | Password L
9 Active Directory Keytab Flle ® Once per session
. Hide detsils ~

Every access attempt

ACTIVE DIRECTORY DOMAIN PRINGIPAL MAME ¥ Allow Kerberos (Windows Password Passthrough) o
. et e axarmple.com.local HTTP:idp gemalto.com & activedirsctarydomain.corm.ocal
o é =" + | Token Based Authentication (OTP) e
Client Attribute Mapping
Pleasae selact which atiribute should be mapped against the username entered during authertication. Once per session
CLIENT MAME @ Every access attempt
Authenticatian N
LIFM

THALES



Certificate Based Authentication Flow

STA obtains STA determines
user |d authentication
requirements

Browser/OS + backend manage
certificate based authentication

osoft Smart Card
ease enter your PIN.

ACCESS
REQUEST

Username:

| — ACCESS
| | GRANTED

I:I Remember me g

ajam.siddiqui@ge)

Sources: Mutual TLS is initiated
» Userinput

Kerberos
Service Provider
Remember me

L]
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I Fully Customizable Saas Service S Sebinc, | - .

| Brand your own service
» SSO Portal
» Self-Service Portal S
» Portal URLs
» SMS Messages and Emails

1y Applications

APPLICATI
r A0S 1258 wvery Freshdede (85) Office 365 (2FA SFOC(OTR every
el 550] time, P 553)

Zohe (PWD every 7
P e, 3501

» Token branding options

Seb nc.

|2



I Launch all apps from a central user portal

Trigger Single Sign On by logging into the user portal

SafeNet Trusted Access | My Applications ® 8-

FAVORITES search all apps Q

Mo favorite application found

OTHERS a Sort by: Alphabetical rder -

Amazon iy Bamboo T - Confluence Sales
2 B E3
g} Coupa ir n GoogleApp ir f Intactt ir

Office iy salesforce P E’ Sharepoint Marketing <
Sales

N THALES



I Automated User Synchronization

| Synch any user store with SafeNet Authentication Service

| Periodic synching every 20 minutes

>
>

b

Non-intrusive
Secure encrypted communications

Multi-domain support (e.g. jill@abc.com, bob@xyz.biz)

| Supports any user store

>

V V V V VvV Vv

SQL

LDAP

AD

ODBC

Lotus

Novell

Other via custom field mapping

Integrate user store once, and trigger automated workflows throughout

|25
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mailto:bob@xyz.biz

I Visibility into who is accessing which app, when and how

| Access event dashboards and unified audit trail

| Houndreds out-of-the box templates

1]
&
2

| Automated delivery

| Prove compliance = =
A - L I ——— = — [—
oo [ wserpona =n — Fassuar
| Integrates with SIEMs (CA,IBM QRadarr,...) S =
cucy [ swese [“owcess | U
| All logs can be exported = = -
Dashboard © n -
Access Attempts: History st 20 08 Eal - B

|2_6 o rHALES



I IDPrime Virtual & FIDO2

] IDPV

Thales Security Solution for

» PKI authentication

» Data encryption
» Digital signing

] FIDO

f o simpler
stronger
henticati

—

—

Without a
physical
piece of
hardware

Passwordless

lePﬁme

Pl AN
| .
gec] [l
TN
L) 2
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m
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Do you dare to check?

Home Notify me Domain search Who's been pwned Passwords  API About Donate B P

'“--have i been pwned?]

Check if you have an account that has been compromised in a data breach

xkunstap@seznam.cz

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)

THALES




