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ZoKB & GDPR
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Contextual Security
Workbench & Analytics

axenta.cz



Kdo jsme /vime jaknato




Reference O IT Services : " Rizeni letového provozu
r’)...‘ Ceské republiky

G GoodDatar Jihomoravsky kraj B anu b e Pa y

:::o o::: MINISTERSTVO VNITRA

eeesoecees CESKE REPUBLIKY .' ‘. Ceska Prf’lm\(§j?Vé
°°°°°°°°° KB m® zdravotni pojisfovna

5 MINISTERSTVO OBRANY

Wl CESKE REPUBLIKY d I j fg' Cep’ a.s.

!y NOVARTIS
E @ CePRO

Banka orange"
]

v /_\ CEZ

CMSS ==~ ~

Na téchto zakladech muizete stavét M MON ETA EAA?:KEY \8}
PN CESKA 7 PRAHA
| PojISTOVNA Alhanz @

axenta.cz



ustupy




»
»
»
»
»
»
»> Detekce kybernetickych bezpecnostnich udalosti

»»> Sbeér a vyhodnoceni kybernetickych bezpecnostnich udalosti
»
»
»
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GDPR o

» EU obcani celosvéetoveé

> Data Protection Officer

28.000+ v Evropé gg?:l’al
2> Nahlasit do 72 hodin | X protection
> Pravo , byt zapomenut” X 3 Regulation

D Chranit a Monitorovat vsechnu aktivitu s osobnimi
udaji
»» Pokuty do vyse 4% obratu nebo €20M
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2> Security Operation Center

Bezpecnostni Provozni Centrum

2> SOCvs Managed Security Services

Externi a Interni penetracni testy
FW konfigurace
WAF, NAC, DLP...

2> SOC -> Incident Response (CSIRT)

Redeni incident(
CSIRT tym

2> SOC & Kyberneticky zakon

+/- 85 pozadavkd(, vice neZ polovina pozadavkd mimo ramec SOC
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S0C -> Incident Response (GSIRT)
» Log Management
» SIEM

» Tickety

> Procesy

> Assety
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AXENTA Advanced S0C

[ Optional Components
@ IP Management
2 Vulnerability Assessment
@ Operation Monitoring
B Anomaly Detection (NBA)
¢ Privileged Access Monitoring
*3 Firewall Audit & Monitoring
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Analytics - Future of Security Monitoring




The Contextual Security intelligence Platform
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CONTEXTUAL SECURITY INTELLIGENCE
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Third Party Integration
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|
S0C 2.0 - Analytics + Workbench
Use Case Library Dashboards | Reports | Workflow | Case Mgmt | Runbooks

Response

Intelligent Queue Investigation

3rd Party
Integration

WORKBENCH

User Behavior Network Other Entity Linked Data
SNl Analytics Analytics Analytics Profiling Analytics

Real-time Correlation NN analviics Repositories
engine (SIEM) “ LD ¥ (Log Management)

CORRELATION &
ANALYTICS

Advanced Collector

Smart Connectors ‘
Context Information

VISIBILITY

Physical

axenta.cz




Thank you

Security Analytics
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